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Introduction

As more and more complaetworks are deployed and the demand for voice recording
is higher than ever, choosing the most appropriate recording technology can be big
headache for network engineers and solution architects and can also save significant
amount of money if the right vedor and the right solution havieeenchosen.

TC&C, the developer of the awandnningvoice, video and telepresence recording
platform - Carin would like to help network engineers, IT managers and decision
makersfully understand the pros and oe of theeach recording methodnd clearly

highlight the issuesegarding each solutian
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This guide discusses the following recording metedhilablefor Cisco Unified
Communications systems:

A\ Passive, extension side recording (SIP and/or SCCP)

Passre, trunk side recording (SIP)

Native,extension side RTP forking

Active, conference based (JTAPI)

Diakin recorder
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Passive, extension side recording

The Passiveecordingmethod is deployedby connecting the recordea monitor port
on a switch (in Cisco terminology it is called SPAN/RSPAN ddne monitor port
receives all of the traffic for each of the extensions thaedto be recordedlThe
recorder captures all the traffiencluding the RTP media streams and the S&@GPP
signaling messages.

In a Carinsystem multiple recording servers can be deployed in order to support multi
site networks and/or high volume systemith or without redundancy

Central Controller

4
y
CARIN web GUI

enables users to play

back recorded calls / . "
\/‘

is deployed at a remote site,

When a Local Recorder server \ / EE IEE
L Lt

CARIN uses SFTP to transfer ‘E&‘ l\
locally recorded media files up \
to the Central Controller. =
Optional compression can be % 6
also applied before the / e
transfer. CARIN LRs are able to ‘}
survive when the WAN link \/
fails, providing an ideal CARIN
solution for branch offices. Local Recorder
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Advantages

There is no connection to hCUCM server(s), so there is 1
extra capacity requirement at all.

In cag of CUCM failure, the recording system is not
affected, the recording can work continuously even in SR
(Survivable Remote Site Telephony) mode (if a local
recording server is gaoyed at the remote side).

Because of the passive approach, the flow & ¢all is not
affected at all.

Can be easily deployed and maintained.
UsingCarinmulti-site deployment architecture, the system
can beadaptedvery wellto fit a wide array of useases.

If high-volume traffic should be recorded, the system can
scaledeasily.

All types of calls can be recorded.

Monitor port technology is widely used approach. In most
cases it can be easily configured and used.

Recording of encrypted calls can be suppdrbgy
implementing a JTAPIlodule, which is responsible for
querying the SRTP (secure RTP) security keys for each ¢
from the CUCM while capturing the SRTP media strearas
passive wayThe call detail recorchformation is extracted
from JTAPI, siecthe SCCP signaling messages are also
encrypted.

Silent monitoring can be supportathtively by the recorder
Video andTelePresence calls caalsobe recorded.

Disadvantages

In complex switching infrastructure, the monitor port
configuration can be aeadache.

In a multisite network, branches where a few calls have t
be recorded, requires dedicated recording server.
Automatic announcement of the recording cannot be don
by the recorder itselfAnexternal IVR should be involved.
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Passivefrunk side recording

The Passive Recording method is deployed by connecting the red¢ordenonitor port
on a switch (in Cisco terminology it is called SPAN/RSPAN @ddrésinonitor port
receives all of the traffic for eadiunk that needs to be recordedl'he recorder
captures albf the traffic including the RTP media streams and $igsignaling
messages.

In a Carin system multiple recording servers can be deployed in order to support multi
site networks and/or high volume systemith or without redundancy

® SPAN or RSPAN port,
which monitors all traffic
related to a SIP trunk

* Robust and scalable

solution
= SRST support
® No extra load on CUCM

Switching
CARIN Central Controller fabric

and Local Recorder

components
' Router/Gateway with IP phones
SIP trunk /‘
‘\\3/ @/
CARIN web GUI PSTN phone
enables users to play
back recorded calls
Advantages A There is no connection to hCUCM server(s), so there is t

extra capacity requiremerdt all.

In case of CUCM failure, the recording system is not
affected, the recording can work continuously even in SR
(Survivable Remote Site Telephony) mode (if a local
recording server is gdoyed at the remote side).

Because of the passive approatte flow of the call is not
affected at all.

Can be easily deployed and maintained.

b

b

b
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