
Choosing the right recording technology  
 Detailed comparison of recording methods for Cisco Unified Communications systems 

!ƭƭ ŎƻƴǘŜƴǘǎ ŀǊŜ /ƻǇȅǊƛƎƘǘ ϭ нллл-2009 TC&C Ltd.  All rights reserved.  Page 1 of 13 

 
    
 

 
 
 
 

Table of contents 
 

Table of contents ................................................................................................................ 1 

Introduction ........................................................................................................................ 1 

Passive, extension side recording ....................................................................................... 3 

Passive, trunk side recording .............................................................................................. 5 

Native, extension side RTP forking ..................................................................................... 7 

Active, conference based (JTAPI)........................................................................................ 9 

Dial-in recorder ................................................................................................................. 11 

Carin recording methods comparison .............................................................................. 12 

 

 

Introduction 
As more and more complex networks are deployed and the demand for voice recording 
is higher than ever, choosing the most appropriate recording technology can be big 
headache for network engineers and solution architects and can also save significant 
amount of money if the right vendor and the right solution have been chosen. 
 
TC&C, the developer of the award-winning voice, video and telepresence recording 
platform - Carin, would like to help network engineers, IT managers and decision 
makers fully understand the pros and cons of the each recording method and clearly 
highlight the issues regarding each solution. 
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This guide discusses the following recording methods available for Cisco Unified 
Communications systems: 
Á Passive, extension side recording (SIP and/or SCCP) 
Á Passive, trunk side recording (SIP) 
Á Native, extension side RTP forking 
Á Active, conference based (JTAPI) 
Á Dial-in recorder 
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Passive, extension side recording 
The Passive recording method is deployed  by connecting the  recorder  a monitor port 
on a switch (in Cisco terminology it is called SPAN/RSPAN port).  The monitor port 
receives all of the traffic for each of the extensions that need to be recorded The 
recorder captures all the traffic, including the RTP media streams and the SCCP or SIP 
signaling messages. 

In a Carin system, multiple recording servers can be deployed in order to support multi-
site networks and/or high volume systems with or without redundancy. 
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Advantages Á There is no connection to the CUCM server(s), so there is no 
extra capacity requirement at all. 

Á In case of CUCM failure, the recording system is not 
affected, the recording can work continuously even in SRST 
(Survivable Remote Site Telephony) mode (if a local 
recording server is deployed at the remote side). 

Á Because of the passive approach, the flow of the call is not 
affected at all. 

Á Can be easily deployed and maintained. 
Á Using Carin multi-site deployment architecture, the system 

can be adapted very well to fit a wide array of use  cases. 
Á If high-volume traffic should be recorded, the system can be 

scaled easily. 
Á All types of calls can be recorded. 
Á Monitor port technology is widely used approach. In most 

cases it can be easily configured and used. 
Á Recording of encrypted calls can be supported by 

implementing a JTAPI module, which is responsible for 
querying the SRTP (secure RTP) security keys for each call 
from the CUCM while capturing the SRTP media streams in a 
passive way. The call detail record information is extracted 
from JTAPI, since the SCCP signaling messages are also 
encrypted. 

Á Silent monitoring can be supported natively by the recorder. 
Á Video and TelePresence calls can also be recorded. 

 

Disadvantages Á In complex switching infrastructure, the monitor port 
configuration can be a headache. 

Á In a multi-site network, branches where a few calls have to 
be recorded, requires dedicated recording server. 

Á Automatic announcement of the recording cannot be done 
by the recorder itself. An external IVR should be involved. 
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Passive, trunk side recording 
The Passive Recording method is deployed by connecting the recorder to a monitor port 
on a switch (in Cisco terminology it is called SPAN/RSPAN ports), The monitor port 
receives all of the traffic for each trunk that needs to be recorded.  The recorder 
captures all of the traffic including the RTP media streams and the SIP signaling 
messages. 

In a Carin system, multiple recording servers can be deployed in order to support multi-
site networks and/or high volume systems with or without redundancy.  

 

 

Advantages Á There is no connection to the CUCM server(s), so there is no 
extra capacity requirement at all. 

Á In case of CUCM failure, the recording system is not 
affected, the recording can work continuously even in SRST 
(Survivable Remote Site Telephony) mode (if a local 
recording server is deployed at the remote side). 

Á Because of the passive approach, the flow of the call is not 
affected at all. 

Á Can be easily deployed and maintained. 
















